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Executive Summary

This report outlines the problems discovered and the recommendations to resolve the wireless issues at Company X.

Stated Problem

Company X operates a valet system that includes using Dolphin 9500 Pocket PC handhelds to connect to an application running a FoxPro database over a wireless network.  There are reportedly no issues on the wired network, and this system has been implemented in other sites using a wireless network without issue.  However, while using the Dolphin 9500 Pocket PC handhelds, there are intermittent connectivity issues which cause the handhelds to report errors.
Discovery

While reviewing the site, the following was discovered:
· Site replaced a Linksys access point (54G) with a Netgear-N access point (RangeMax WN802T) in hopes of better connectivity.

· Site has three ticketing stations which are made up of aluminum and metal, resembling a trash container with a lockable lid that stands 4-5 feet tall.  The access point was placed inside the first container with the lid closed, which was on the far left side of the valet parking lot (when facing the stations.)

· Access point was configured on the same channel (channel 6) as another nearby access point being used to provide guest internet access.

· Employees use the handhelds to enter information about the car.  It is common for several cars to reside between them and the access point while using the access point, hampering RF LOS (line-of-sight.)  When raising access point above cars to provide improved RF LOS, signal strength reported on the handhelds increased significantly.

· Often, the employees are standing facing away from the access point, hampering RF LOS.
· Handhelds were configured to use “power save” mode.  This improves battery life, but may degrade performance and reliability.

· RF spectrum analysis showed that there was no non-Wi-Fi signals that might cause interference.  Testing the microwave showed that it had very low “leakage” and would not cause interference.

· Protocol analysis showed that though access points were discovered from a nearby hotel, their signals were very low (below -90 dB) and should not cause co-channel interference.

· After temporarily moving the access point to a center location and raised above the parked cars, protocol analysis showed very low amounts of retransmissions, etc. that would indicate poor wireless connectivity.  However, a protocol trace did indicate that the application experienced a “broken conversation” at the application layer as shown in Appendix A.
· After relocating access point and reconfiguring handhelds, wireless connectivity issues disappeared.

· Access points and handhelds were configured with no wireless security.  
Steps Taken

The following immediate steps were taken to address the wireless issues:
· Replaced the Netgear access point with the Linksys access point.  The Linksys access point uses external antennas which provide stronger signal transmission and reception.

· Temporarily mounted the access point in a centralized location above the parked cars.  The Linksys access point uses omni-directional antennas, and should be located in a centralized location for best coverage.  Cars are made of metal which is highly reflective.  Raising the access point above the cars provides improved RF LOS, which significantly increased the signal strength reaching the handhelds.  Reflections caused by the metal and aluminum from within the container create multipath, which will often attenuate or completely null the wireless signal, making connectivity difficult.

· Aligned external access point antennas to improve polarity with handhelds.

· Reconfigured the access point’s channel setting from channel 6 to channel 1 to avoid co-channel interference with the Netgear access point providing guest internet access.

· Turned off “power save” mode on the handhelds.  Handhelds are continually docked, so running out of power is not an issue.  Disabling power save mode improves performance and reliability.
Recommendations
The following additional steps are recommended to provide a reliable wireless networking environment:
· Permanently mount a wireless access point in the middle of the center beam in the valet parking lot, as discussed with Ed.

· You can use an access point that is powered through PoE (Power over Ethernet) so that only a single Cat-5 cable is required.

· You can use channeling enclosure to hide the cabling.

· This location will provide the best overall coverage and RF LOS from a single access point to all identified working areas.

· Train employees to be aware of the access point location, and to face it whenever possible to improve RF LOS.

· Address application errors with the developers.

· Implement wireless security on the handhelds and access point.  Both devices are capable of WPA-Enterprise security, which is recommended.
Appendix A
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padket | source | Destination | protocol | Prength| 1| Decoce [ Absolute Time | DeftaTime [ Relative Time | Expert
1215 00:12:33:10:E5:00 FF:FF:FE:FR:ERiEE 202.11 Beacon 5N=4033, 7= 0, BI-100, S5ID=caunani, D5=1 16:33:47.721250 0.109375 0:03:15.228125

12187 00:12:33:10:E5:00 FF:FF:FR:FR:FR:FE 202.11 Beacon 00, 55ID=czunans, 7.275000 0.083750 5.521275

12188 00:12:33:10:E5:00 FF:FF:FR:FR:FR:FE 202.11 Beacon 16:33:47.524375 0.103375 0:03:16.031250

12183 00:12:33:10:E5:00 FF:FF:FR:FR:FR:FE 202.11 Beacon 16:33:42.078125 0.083750

12130 00:12:33:10:E5:00 FF:FF:FR:FR:FR:FE 202.11 Beacon £.127500 0.108375 5.234375

12191 00:12:33:10:E5:00 FF:FF:FR:FR:FR:FE 202.11 Beacon 16:39:42.296275 0.108375 0:03:16.343750

12132 00:12:33:10:E5:00 FF:FF:FE:FEiFE:FE

FF:FF:FE:FE:FE:EE

0211

2330625 0.033750 0

5.437500

12153 00:12:33:10:E5:00 FE:FF:FR:FR:FR:EE 0.033750
12195 00:12:33:10:E5:00 FF:FF:FR:FR:FR:FE 202.11 Beacon 2.703125 0108375 0:03:16.750000
12195 00:12:33:10:E5:00 FF:FF:FR:FR:FR:FE 202.11 Beacon L SN=4043, F= 16:39:42.736275 0.093750 0:03:16.243750
12193 00:12:33:10:E5:00 FF:FF:FR:FR:FR:FE 202.11 Beacon L SN=4044, 2.506250 0.108375 5.953125
12203 00:08:6C:2E:00:6D 00:12:2B:03:7F: 28 TELNET s 16:33:42.521275 0.015625 0:03:16.362750
12208 00:18:38:10:55:00 00:08:6C:2E:00:6D £02.11 Ack 16:39:42.521275 0.000000 0:03:16.362750
12205 00:12:33:10:E5:00 FF:FF:FR:FR:FR:EE 202.11 Beacon ,SN=4045, - 00, 55TD=caunani, 9.000000 0.078125 7.086275
12215 00:12:2B:03:7F:28 00:08:5C:2E:00:60 TELNET 23,Dat= 1134, .2, -3136546024, = 0,A-1342565437, W=64629 a0 s7s 16:33:43.062500 0.062500 0:03:17.108375
12217 00:05:6C: 25:DD: D 00:12:33:10:E5:00 202.11 Aok . 5.062500 0.000000 7.108375
12218 00:08:6C:2E:DD:6D 00:18:8B:03:7F:2 TELET 1D85001-03 | SAV|REVOTE, S01UFK, , , , T, 21, 01, 0001 $13.85 RACK RATE, ... FESR BT 16:39:43.078125 0.015625  0:08:17.125000
12213 00:18:38:10:55:00 00:08:6C:2E:00:6D £02.11 Ack 16:39:43.078125 0.000000 0:08:17.125000
12220 00:12:33:10:E5:00 FF:FF:FR:FR:FR:FE 202.11 Beacon 00, 55ID=caunans, 5.109375 0.031250 7.156250
12222 00:12:33:10:E5:00 FF:FF:FR:FR:FR:FE 202.11 Beacon ,SN=405L, Fi= 0, BI=100, SSID=ceunami, DS=1 16:39:43.212750 0.109375 0:03:17.265625
12224 00:12:2B:03:7F:28 00:08:5C:2E:00:60 TELNET 23,Dat= 1134, .2, 136546024, 1= 0,R=1342565522, W=g4532 50 s 5.281250 0.062500 7.328125
12225 00:05: 6C:25:DD: D 00:12:33:10:E5:00 202.11 Aok 16:33:43.281250 0.000000 0:03:17.328125
12226 00:08:6C:2E:00:6D 00:12:2B:03:7F: 28 TELNET VROLET-BLUE, , 20070516, 07:00, 1] 74 e03 16:39:43.206275 0.015625 0:03:17.343750
12227 00:18:38:10:55:00 00:08:6C:2E:00:6D £02.11 Ack - 5.296275 0.000000 7.343750
12208 00:12:2B:03:7F:28 00:08:5C:2E:00:6D TELET [1D74001-01111] 55 1075 16:39:43.206275 0.000000 0:08:17.343750
12223 00:05: 6C:25:DD: D 802.11 Aok - 16:39:43.296275 0.000000 7.343750
12230 00:12:33:10:E5:00 202.11 Beacon - ,5N=4055, Fi= 0,BI=100, SSID=ceunani, DS=1 16:39:43.312500 0.015625 0:03:17.353375
12231 00:C0:02:08:B5:E4 ES) C Browser Host Announcement SCOBBSE4 5.312500 0.000000 0:08:17.358375
12232 00:C0:02:08:B5:E4 Ee) € Browser Host Announcement SCOBBSE4 225 a0m 5.312500 0.000000 0:08:17.358375
12233 00:04:E2:EF:5B:EC FF:FF:FF:FR:FR:FE ES € Browser Host Announcement SCOBBSE4 229 4024 16:33:43.328125 0.015625 0:09:17.375000 SMB Excessi
12237 00:12:33:10:E5:00 FF:FF:FR:FR:FR:EE 202.11 Beacon - ,SH=4053, 5.421275 0.033750 0:03:17.462750
12238 00:08:6C:2E:00:6D 00:12:2B:03:7F: 28 TELNET Sre= 1134,Dat=  23,.2. 136546033, #=32205 0 s 16:33:43.424375 0.062500 0:03:17.531250
12233 00:18:38:10:55:00 00:08:6C:2E:00:6D £02.11 Ack - 16:39:43.424375 0.000000 0:08:17.531250
12245 00:12:33:10:E5:00 FF:FF:FR:FR:FR:FE 202.11 Beacon - 4062, - 5.515625 0.031250 0:03:17.562500
12247 00:12:33:10:E5:00 FF:FF:FR:FR:FR:FE 202.11 Beacon - ,SN=4063, A= 16:39:43.625000 0.109375 0:03:17.671275
12250 00:12:33:10:E5:00 FF:FF:FR:FR:FR:FE 202.11 Beacon - L SN=4054, 5.712750 0.093750 0:03:17.765625
12251 00:12:33:10:E5:00 FF:FF:FR:FR:FR:FE 202.11 Beacon zc=. 16:33:43.228125 0.108375 0:03:17.275000
12252 00:12:33:10:E5:00 FF:FF:FR:FR:FR:FE 202.11 Beacon -, 16:39:43.521275 0.093750 0:03:17.362750
12253 00:12:33:10:E5:00 FF:FF:FR:FR:FR:FE 202.11 Beacon zc=. 0.031250 0.108375 0:03:12.078125
12254 00:12:33:10:E5:00 FF:FF:FR:FR:FR:FE 202.11 Beacon -, 16:3:50.125000 0.093750 0:03:12.171275
12255 00:12:33:10:E5:00 FF:FF:FR:FR:FR:FE 202.11 Beacon - L SH=4083, 0.234375 0.108375 0:03:12.281250
12256 00:12:33:10:E5:00 FF:FF:FR:FR:FR:FE 202.11 Beacon zc=. 16:3:50.343750 0.103375 0:03:12.330625
12257 00:12:33:10:E5:00 FF:FF:FR:FR:FR:FE 202.11 Beacon -, 16:3:50.437500 0.093750 0:03:12.424375
12258 00:12:33:10:E5:00 FF:FF:FR:FR:FR:FE 202.11 Beacon =c=. 0.546275 0.109375 0:03:12.533750
12253 00:C0:02:08:57:5E 09:00:07:FF:FE: FE e aNIR = L SN=4073, F= 16:33:50.546275 0.000000 0:03:12.583750
12260 00:C0:02:08:57:5E 03:00:07:FF:FE: FE 22 aNIR L SN=4074, 5:50.546275 0.000000 0:03:12.583750
12261 00:C0:02:08:57:5E 03:00:07:FF:FE: FE 22 aNIR = 514075, - 5:50.546275 0.000000 0:03:12.583750
12262 00:12:33:10:E5:00 FF:FF:FR:FR:FR:FE 202.11 Beacon -, 0.033750 0:03:12.627500
12263 00:12:33:10:E5:00 FF:FF:FR:FR:FR:FE 202.11 Beacon zc=. :50.750000 0.109375 0:03:12.736275
12264 00:12:33:10:E5:00 FF:FF:FR:FR:FR:FE 202.11 Beacon - L SN=4078, F= 16:39:50.243750 0.033750 0:03:12.230625
12265 00:C0:02:08:B7:5E 09:00:07:FF:FF:FF 212 GNIR L 5N=4079, 9:50.843750 0.000000 | 0:09:18.890625 _'_I
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Packets: 15,406 (of 20,068) Duraten: 0:15:13
B9 RFGrabber: Probe #1 (10.1.10.61) busy [Channels 1- 2412 Mz (bg)
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Trace shows that at the application layer, data is not being passed correctly from the handheld to the database.  The trace shows that at the wireless layer and network layer the data is transmitted correctly.  Based upon workflow and client-server conversation, according to CVPS developer (Ed) there is a programming issue.
